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Preface

Intended Audience

This document is intended for:

® Network engineers

® Technical support and servicing engineers
® Network administrators

Technical Support

® The official website of Ruijie Reyee: https://www.ruijienetworks.com/

Conventions
1. GUI Symbols

Interface o
Description Example
symbol
1. Button names )
1. Click OK.
2. Window names, tab name, field name and ) )
Boldface ] 2. Select Config Wizard.
menu items
. 3. Click the Download File link.
3. Link
> Multi-level menus items Select System > Time.
2. Signs

The signs used in this document are described as follows:

o Warning

An alert that calls attention to important rules and information that if not understood or followed can result in
data loss or equipment damage.

@ Caution

An alert that calls attention to essential information that if not understood or followed can result in function
failure or performance degradation.

0 Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.

L4 Specification

An alert that contains a description of product or version support.
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3. Note
This manual introduces the features of the product and offers guidance on configuration and testing.
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1 Login

1.1 Configuration Environment Requirements

® Google Chrome, Internet Explorer 9.0, 10.0, and 11.0, and some Chromium/Internet Explorer kernel-based
browsers (such as 360 Extreme Explorer) are supported. Exceptions such as garble or format error may
occur if an unsupported browser is used.

1.2 Default Configuration

Table 1-1  Default Web Configuration

Iltem Default Value

IP address 10.44.77.254

Username and password are not required at your
Username/Password

first login and you can configure the bridge directly.

1.3 Loginto Eweb onaPC

1.3.1 Connecting to the Device
You can open the management page and complete the bridge configuration only after connecting a PC to the
bridge. You can connect a PC to the bridge in either of the following ways.
® Wired Connection

Connect a local area network (LAN) port of the bridge to the network port of the PC, and set the IP address
of the PC. See Configuring the IP Address of the Management Computer.

Vim 'I

DC Reset

LAN2 LAN1
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O Note

Only RG-EST350 and RG-EST350 V2 have two LAN ports.

® Wireless Connection

On a mobile phone or laptop, search for wireless network @Ruijie-bXXXX. (XXXX is the last four digits of
the MAC address of each device, and the MAC address can be found at the rear side of each bridge.) In
this mode, you do not need to set the IP address of the management computer, and you can skip the
operation in Configuring the IP Address of the Management Computer.

1.3.2 Configuring the IP Address of the Management Computer

Configure an IP address for the management computer in the same network segment as the default IP address
of the device (The default device IP address is 10.44.77.254, and the subnet mask is 255.255.255.0.) so that
the management computer can access the device. For example, set the IP address of the management
computer to 10.44.77.10.

ﬁ Caution

The IP address of the management computer cannot be set to 10.44.77.253, because this IP address is
reserved by the device. If the management computer uses this IP address, it cannot access the device.

1.3.3 Logging in to the Web Page

(1) Enter the IP address (10.44.77.254 by default) of the bridge in the address bar of the browser to open the
login page.

6 Note

If the static IP address of the device is changed, or the device obtains a new dynamic IP address, the new IP

address can be used to access the web management system of the device as long as the management

computer and the device are in the same network segment of a LAN.

(2) On the web page, enter the password and click Login to enter the web management system.

Ruijie | 7Rcyce

Hi, E<

f Password

Forgot Password? English v
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Username and password are not required at your first login and you can configure the bridge directly.

For device security, you are advised to set the management password after your first login to the web
management system. After the password is set, you need to enter the password when you log in to the web

management system again.

If you forget the IP address or password, hold down the Reset button on the device panel for more than 5
seconds when the device is connected to the power supply to restore factory settings. After restoration, you can

use the default IP address to log in without entering a password.

@ Caution
Restoring factory settings will delete the existing configuration and you are required to configure the device

again at your next login. Therefore, exercise caution when performing this operation.
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2 Wi-Fi Network Settings

2.1 Overview

2.1.1 NVR and Camera

Bridges purchased in pairs in the same package can be paired automatically with each other after power-
on. You can also manually pair the devices by setting up a WDS network. See Setting WDS Wi-Fi for a

Single NVR or Camera. In a paired WDS group, bridges can work in access point (AP) or Customer

Premises Equipment (CPE) mode.

® NVR end (AP): A bridge sending bridging signals is generally connected to the NVR end in a surveillance

room. AWDS group can contain at most one AP.
® Camera end (CPE): A bridge that enables customers to access ISP’s communication services is generally
connected to the camera end. AWDS group can contain multiple CPE.
2.1.2 WDS Wi-Fi and Management Wi-Fi
® \WDS Wi-Fi: An AP broadcasts the WDS Wi-Fi signal. A CPE accesses the WDS Wi-Fi and upload videos or
other data to the AP.

® Management Wi-Fi: Both an AP and a CPE can broadcast management Wi-Fi signal. You can use a mobile

phone or laptop to access the management Wi-Fi and log in to the web page to configure bridges.

2.2 Switching NVR and Camera Mode

If an NVR fails, replace it and switch the new device to NVR (AP). If multiple cameras (CPE) are required, a
device newly joining the WDS group needs to be switched to Camera (CPE).

(1) You can check the current mode in the upper right corner of the web page and click Pair Again to switch the

mode.

RIS NVR (AP) &]Pair Again | JERSYRSCTeN

(2) In the displayed dialog box, click Start.



Web-based Configuration Guide Wi-Fi Network Settings

Note

@ ou can reset the device to restore default pairing
status.

Country/Region:

Pairing Status: Default

Work Mede: Camera (CPE)
WDS SSID: @Ruijie-wds-0808
Custom:

1. Support one-to-many (one AP to many CPES).
2. Replace the paired device.

(3) Click Next.

Country/Region

The country/region you select here must be the same as
the country/region of the WDS network.

Country/Region: United States (US)

(4) Select a mode from the Work Mode drop-down list.

A Caution

Switching the mode will reboot the device. Therefore, exercise caution when performing this operation.

Mode Switchover

Work Mode: Camera (CPE) l

Previous NVR (AP) _

Camera (CPE)

2.3 Configuring the WDS Password for All Bridges in the LAN

Choose: Overview > Other Network Config > WDS Password
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Wi-Fi Network Settings

SGTENR VR (AP) & Pair Again

{5 Overview

5 LAN

o Wireless

{5F Advanced

s Diagnostics

% System Tools

© Alarm

Configuration is uninitialized

Host

> Not Set 4 @
T

wk

Time

Network error

Cable Connection Error 1 - Suggested Actions
Radar Signal Interference Alarm 1 Suggested Actions

WDS Group Info WDS Groups '3 Performance Mode €@ High Bandwidth Mode

) the default password. For security, please change the network WDS Password. Click here to configure WDS Password 1P Allacation @
GMT+B.00)Asia/Shanghai @

ssio @

WD$ Password @

Gountry/Region @

Normal Mode Anti-interference Mode Admin Password @ | Other Network Config

AP 1 _(Ruijie)

NVR (AP)

CPE: 1 (Online: 1, Offline” 0)

=) Change WDS Password

Channel 12

WDS s3I0

Strong Signal e Medium Signal: === Poor Signal s

@

S 7mMbps | —SGadbps  Rssi-ad > 168
< TBOMbpS . < 10.08Kbps  Uptime 20Hr12Min30Sec

Latency O Flueni(1) Jmte(0) Freeze(0) Banawidth @ Good(1) Megium(D) Poor(0) ~

Interference @ Good(1) Medium(0) Poor(@)  RSSI@: Good(1) Medium(0) Poor(0)

Camera (CPE)

, Ruijie &

onine

IP Allocation @

ssiD @

WDS Password @

Country/Region @

Admin Password @ | Other Network Config

: -
MAC: ecb®70cd 13bb
IP.

EsT310. A
= Onine:

192.168.110.220

Click WDS Password, enter the password in the displayed dialog box, and click Save.

Hover the cursor over & to view the help information.
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WDS Password

(Change the bridge passwords of the devices in all bridge groups.)

* Password

There are four requirements for setting the password:

- The password must contain at least & characters.

- The password cannot contain question marks, spaces, and

Chinese characters.

* Confirm Password

Save

Wi-Fi Network Settings

A Caution

When configuring the WDS password for the entire network, ensure that all devices in the network are online.

Otherwise, the WDS passwords of the devices will be inconsistent.

Configuring the WDS password for the entire network will reconnect all devices in the network. Therefore,

exercise caution when performing this operation.

If there is an unbridged device in the network, the WDS password cannot be configured.

2.4 Configuring the Management SSID and Password for All Bridges in

the LAN

Choose: Overview > Other Network Config >SSID

Ruifie | 7Reycc

% Wirsless

(GM

) Advanced Metwork error

Diagnostics

3 System Tools

WDS Group Info WOS Groups '3 Performance Mode @ High Bandwidih Modo

Aati-Intefarence Moda

Adin Password @ | Other Netwosk Config

550 @

WD Passward @

Gauntry/Region @

@ Change WDS Password

AP 1 (Ruljie) Chaanel 12

cPE 1 1, Offine: 0) WDS 58iD

NVR (AP)

530 R
V2 Onane:

Camera (CPE)

.. Ruijie 2

h Ai
1P 182,168,110 220
Orine

168
-
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IP Allocation @

ssipD @

WDS Password @

Country/Region @

Admin Password @ | Other Network Config

O Note

The management Wi-Fi network is used only for login to the web page and device management, and cannot
be used for Internet access. It is isolated from the service network.

The default device management service set identifier (SSID) is @Ruijie-bXXXX. (XXXX is the last four digits of
the MAC address of each device, and the default management SSID varies with device.) Click SSID on the page
to set the same management SSID and password for all bridges in the LAN.

Enable WiFi: Choose whether to enable the management Wi-Fi for all devices in the network.

SSID: The SSID is the name of the management Wi-Fi network.

Security: The following encryption types are available: Open, WPA-PSK, WPA2-PSK, and WPA_WPA2-PSK.

You are advised to choose WPA_WPA2-PSK and set the password to improve the security.

Hide SSID: When this function is enabled, mobile phones or computers cannot find the Wi-Fi name, and users
need to manually enter the correct name and password. This can prevent Wi-Fi from being accessed by

unauthorized users and can enhance security.



Web-based Configuration Guide

SSID Settings
(Edit all management SSIDs broadcast by all devices to the same management SSID.)

Enable WiFi ‘:)

* 8SID: @Ruijie-b124A

Security: WPA_WPA2-PSK

* Password:

There are four requirements for setting the password:

- The password must contain at least 8 characters.
- The password cannot contain question marks, spaces, and

Chinese characters.

Hide SSID: (The SSID must be manually entered exactly.)

Save

Wi-Fi Network Settings

A Caution

After the configuration is saved, NVRs and cameras in the network will be reconnected. Therefore, exercise

caution when performing this operation.

2.5 Configuring the WDS Password for All Bridges in the WDS Group

Choose Overview > Change WDS Password.

The default WDS password of devices is the same. Changing the WDS password can prevent others from

illegally accessing the user network by using a device of the same model.

When configuring the WDS password for bridges in the entire network is unavailable or unnecessary, you can

click Change WDS Password to configure the WDS password for bridges in the WDS group. If there is an

unbridged device in the group, the Change WDS Password function will be unavailable.
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%2 Wireless The network is using the defay ward. For security, please change the network WDS Password. Click here lo configure WDS Password

Time Zone: (GMT+8.00)Asia/Shanghai @

{5F Advanced Network error
ror: 1. Suggasted Actions
s Diagnostics Radar Signal Interference Alarm 1 Suggested Adtions

¥ System Tools . . ot
WDS Group Info WDS Groups -3 Performance Mode: @ High Bandwidth Mode Normal Mode Anti-Interference Mode Admin Password @ | Other Network Config
AP 1 (Ruijie) Channel 1: Ba v
CPE: 1 (Online: 1, Offline: 0) WDS §SI0 ‘@Rulje-wds-124 Inter RS @ Good(1) Medium(D) Poor(0}
- " -— -—
NVR (AP) Camera (CPE)
y @ ) Ep— - g P )
v Ruijie 2 " — T50MDps < 10.16KDPS  Uplime 20r14MIng7Sec o Ruliie 2 #
MAC: ecba70e412:4a MA 070 °c4 13 bt
Ai
V2 Oniline v2 Online

WDS Group Info WDS Groups : 3 Performance Mode:

Change WDS Password

AP: 1 _ (Ruijie) Channel :120
CPE: 1 . (Online: 1, Offline: 0) WDS SSID @
A Caution

When configuring the WDS password for a WDS group, ensure that all devices in the group are online.

Otherwise, WDS passwords of the devices will be inconsistent.

Configuring the WDS password for a WDS group will reconnect devices in the group. Therefore, exercise

caution when performing this operation.

If there is an unbridged device in the WDS group, this function will be unavailable.

2.6 Setting WDS Wi-Fi for a Single NVR or Camera

2.6.1 Setting the WDS SSID

Choose Wireless > WDS
To prevent network exceptions, you are advised to keep the default WDS SSID unless otherwise specified.

If a new WDS SSID is set for a device in a WDS group, other bridges in the group need to change to the new

SSID as well to connect with this device.

When a new device is connected, you can either configure a new WDS SSID or click Scan to select a target
WDS SSID.

10
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To check the WDS SSIDs of WDS groups, choose Overview > WDS Group Info. For details, see Displaying
WDS Group Information.

ﬁ Caution

® Configuring a WDS SSID will disconnect the WDS link. Incorrect WDS SSID will cause a WDS
connection failure. Therefore, exercise caution when performing this operation.

wDs

*WDS 351D @Ruijie-wds-0808 Scan

WDS Password B Default Password

Save

2.6.2 Configuring the WDS Password

Choose Wireless > WDS

A correct WDS password is required for a successful WDS link. To prevent unauthorized devices from connecting
to the WDS Wi-Fi network, high-security passwords are used for devices by default, and the password for
devices of the same model is the same. You are advised to change the password for devices in the entire

network or in a WDS group to prevent others from accessing the network using a device of the same model.

WDs

*WDS 351D @Ruijie-wds-0808 Scan

WDS Password Default Password

Save

11
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A\ cCaution

® \WDS passwords can be configured only for cameras, and not for NVRs.

®  Configuring a WDS password will disconnect the WDS link. An incorrect WDS password will cause a
WDS connection failure. Therefore, exercise caution when performing this operation.

2.6.3 Saving the Settings

After changing the WDS SSID or password, click Save to activate settings at once.

2.7 Optimizing Wireless Network

2.7.1 Overview

The device detects the surrounding wireless environment and selects the appropriate configuration upon power-
on. However, network stalling caused by wireless environment changes cannot be avoided. You can also
analyze the wireless environment around the bridge and manually select appropriate parameters.

2.7.2 Getting Started

Before configuration, you can check the interference in the current environment in the following way to find the

optimal channel.
Choose Wireless > WDS > Channel & Transmit Power.

Click Interference to check the interference of current channels. The channel with the smallest interference is

the optimum.
Ruijie123 @
Analysis (Current Channel: auto) O Refresh @
RFI Strength
1500
200 pighast
Channel & Transmit Power
Channel Width
In CPE mode, the local channel and channel widtr I
. H e - - Lc.‘_.es'.
) Channel 36 40 44 48 52 56 60 64 149 153 157 16
Transmit Power Auto RFlCount 56 31 12 5 0 2 0 2 0 0 0
Distance 1 KM

Save

12
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2.7.3 Configuration Steps

1. Optimizing the Radio Channel

(1) Channel settings
Choose Wireless > WDS > Channel & Transmit Power > 5G Channel.

The default channel is Auto, indicating automatic channel adaption based on the surrounding environment
upon power-on. Choose the optimal channel identified through the above analysis. Click Save to activate

settings immediately. Excess STAs connected to a channel can bring stronger wireless interference.

Channel & Transmit Power

5G Channel Auto El Interference

Channel Width ~ Aute

36 (5.18Ghz)

Transmit Power 40 (3.2Ghz)
44 (5.22Ghz)

Distance 48 (5.24Ghz)

52 (5.26Ghz)

56 (5.28Ghz)

60 (5.3Ghz)

The camera mode does not support independent channel settings. After the channel at the NVR end is adjusted,

the camera end automatically changes its channel to be the same as the NVR end.

Channel & Transmit Power

5G Channel B Interference

Channel Width

In CPE mode, the local channel and channel width are consistent with the peer channel and channel width.
Transmit Power = Auto

Distance 1 KM

Save

13
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) Note

The available channel is related to the country/region code. Select the local country or region.

The above figure provides guidance on 5 GHz channel configuration. Take the same steps for 2.4 GHz
channel configuration. The single-radio (2.4 GHz) device does not support 5 GHz configuration.

A Caution

After the channel is changed, the NVR will be reconnected to the camera. Therefore, exercise caution when

performing this operation.

(2) One-click optimization
Choose Wireless > WDS > Optimize WDS.

Click Optimize WDS so that the device automatically selects the channel again based on the interference
in the current environment, ensuring that the device works in the optimal channel. You are advised to

optimize WDS when the original channel is not the optimum.

Optimize WDS

Optimize WDS

ﬁe Caution

After you click Optimize WDS, the NVR will be reconnected to the camera. Therefore, exercise caution when

performing this operation.

2. Optimizing the Channel Width

Choose Wireless > WDS > Channel & Transmit Power > Channel Width.

If the interference is severe, choose a lower channel width to avoid network stalling. A5 GHz bridge supports
channel widths of 20 MHz, 40 MHz, and 80 MHz, while a 2.4 GHz bridge supports channel widths of 20 MHz
and 40 MHz. The network is stable when the channel width is smaller. Alarger channel width is more susceptible
to interference. The default channel width of a 2.4 GHz bridge is 20 MHz (recommended configuration). The
default channel width of a 5 GHz bridge is 40 MHz (recommended configuration). After changing the channel

width, click Save to activate settings immediately.

A Caution

After the channel width is changed, the NVR will be reconnected to the camera. Therefore, exercise caution

when performing this operation.

14
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Channel & Transmit Power

5G Channel Auto Bl Interference

Channel Width 40MHz

Transmit Power AUIO
20MHz
Distance 40MHz

80MHz

Save

3. Optimizing the Transmit Power

Choose Wireless > WDS > Channel & Transmit Power > Transmit Power.

Greater transmit power indicates larger coverage and brings stronger interference to surrounding wireless
devices. The default value is Auto, indicating automatic adjustment of the transmit power. In a scenario in which
wireless devices are installed densely, a lower power is recommended. Low, Medium, and High indicate 50%,
75%, and 100% power, respectively.

Channel & Transmit Power

5G Channel Auto E Interference

Channel Width 40MHz

Transmit Power Auto

Distance Auto

Low
Medium

High

4. Configuring the Distance

Choose Wireless > WDS > Channel & Transmit Power > Distance.

15
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It is recommended that the configured distance between the NVR and camera be greater than their actual
distance. If the configured distance is much smaller than the actual distance, the wireless performance will
deteriorate, and WDS connection may fail.

Channel & Transmit Power

5G Channel Auto B Interference

Channel Width 1 KM

2 KM
Transmit Power 3 KM
Distance 1 KM ‘

Save

O Note

Distance configuration is supported on RG-EST310, RG-EST310 v2, RG-EST350 and RG-EST350 v2 only.
RG-EST310 and RG-EST310 v2 support a maximum actual distance of 1 km, while RG-EST350 and RG-
EST350 v2 support a maximum actual distance of 5 km.

2.8 Changing the Country/Region Code

2.8.1 Getting Started

Country/region code change takes effect on all devices in the entire network, that is, all bridges on the Overview
page. Therefore, before changing the country/region code, confirm that the target device is on the live network
and the WDS link works well.

E NIl Change WDS Password
AP: 1 . (Ruijie) Channel 149 Latency @ Fluenl(1) Jitier(0) Freeze(0) Bandwidih @ Good(1) Medium(0) Poor(0) -
CPE 1 (Online’ 1, Offine: 0) WDS SSID ‘@Ruiie-wds-0308 Interference @ Good(1) Medium(0) Poor(0)  RSSI @ Good(1) Medium(0) Poor(0)
Strong Signal: s Medium Signal; s Poor Signal: e
4 NVR (AP) Camera (CPE)
- B v R . — 360Mops — 9.66Kbps RSS! -54db V ™ 164 v
w - Ruilie 2 Lateney e fete < 360Mops < 0.00Bps  Uptime 1Day05Hr38Min33sec w - Ruilie 2
MAC: 00'd28'15:08:08 MAC: 00:10:19:50'67:66
ﬁ IP: 104477254 ﬁ IP: 192.168.110.209
Online Online

A Caution

If you change the country/region code in the case of device disconnection, WDS connection may fail.

16
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2.8.2 Configuration Steps

Choose Wireless > Country/Region > Country/Region.

Choose the target country/region from the drop-down list, and click Save.

Country/Region

Country/Region

United States (US) ‘

Save

ﬁ Caution

After the country/region code is changed, the Wi-Fi network will restart, and the NVR and the camera will be
reconnected after the Wi-Fi network is restarted.

The current channel may be switched to Auto because it is not supported by the country/region. Therefore,

exercise caution when performing this operation.

2.9 Displaying WDS Group Information

Choose Overview > WDS Group Info.

Displayed WDS group information includes the number of APs and CPEs in the group, current working channel,

SSID, latency, interference, wireless bandwidth and quality, RSSI and quality, data rate, real-time traffic, and

uptime. Hover the cursor over o to view the detailed information of every item.

WDS Group Info wDS Groups - 1 % WDS Password @ | 3t Admin Password @ | 3¢ IP Allocation @ | 3¢ SSID @

? Az Nl Change WDS Password
AP: 1 _ (Ruijie) Channel :149 Latency @: Fluent(1) Jitter(0) Freeze(0) Bandwidth @: Good(1) Medium(0) Poor(0) ~
CPE: 1_ (Online: 1, Offline: 0) WDS SSID @Ruijie-wds-0308 Interference @: Good(1) Medium(0) Poor(0)  RSSI @: Good(1) Medium(D) Poor(0)
Strong Signal: mem  Medium Signal s POOT Signal: mem
< NVR (AP) < Camera (CPE)
& . — 360Mbps — 347Kbps  RSSI-54db y ™16 & v
« . Ruilie & Latency Oms  Rale — 36omps O < 208.00bps  Uptime 1Day05Hr44Min16Sec w5 Ruljie &
=T MAC: 00:d2:78:15:08:08 MAC: 00:10:f9:50:67:66
- 1P 1044 77254 IP: 192.168.110.209
vz Online vz Online

17
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ssword
Hostname MALC | atency

Ruijie 00:10:f9:50:67.66 0ms

L atency{ @] Fluent(1) Jitter(0) Freeze(0)

Wi-Fi Network Settings

O Note

AP is at the NVR end, while CPE is at the camera end.

2.10 Displaying the Information About a Single D

® Choose Overview >WDS Group Info > NVR (AP)/Camera (CPE).

evice

Click the h’ icon of a device to display the basic information about the device in the right panel of the page,

including the hostname, uptime, online status, model, SN, MAC address, software and hardware versions, IP

address, subnet mask, LAN port status, noise floor/utilization, distance, cha
RSSI, and band.

nnel, transmit power, channel width,

Ruijie

£ Overview W——
G Oveniew ! Device:  Group 1/AP | Rufe Seloct a device fo view s delads)
one: (GMT+8 00}AsiarShanghai @
Network error
> °
abie Cor Error. 1 Suggesled Actions
Lock Status:
Wireless adar Signal Interferes 1 Suogested Adions
Rujie &
@ Advenced 22HSEMinS8Sec
WDS Group Info WOS Groups 3 Performance Mode @ High Bandwidih Mode Normal Mode Anti.Interference Mode Disconnecied
{?‘} Model EST310.V2
Diagnostics y CAQLB3QD00807
Changs WDS Password
%® T
Systom Tooks AP 1 (Ruijie) Channel 1 Latency @ Fuent1) Jmeo) Freeze MAC. ec 19700412 48
CPE 1 (Oniine 1, Offne: 0) WO S0 @R 24 Imerraence @ Gooo{1} Mcaw
- - - ™ 1P Address  192.168.110.40
Subnet Mask 255255 2550
NVR (AP) ! LANO  1000aseT/F ull-Dupiex
. — 920005
™ — 7 ToKps Naise Floar/Utiization  -8248m / 5%

Band 586G

18
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Device:| Group 1/AP / Ruijie (Select a device to view its details)

Settings: QRN | WDS | Reboot o

Lock Status: Locked

HOSTNAME: Ruijie &
Uptime - 1Day06Hr18Min03Sec
Net Status: Connected
ECEIL} Model - EST310-V2
. SN 123456AAAA004
Software Ver: ReyeeOS 1.77.1415

Hardware Ver: 1.00
MAC : 00:d2:f8:15:08:08

m IP Address: 10.44.77.254
Subnet Mask: 255.255.255.0
LAN LANO - Disconnected

Noise Floor/Utilization : -89dBm / 48%
Distance: 1000M

/,"’-2\ Channel: 149
O Transmit Power: 22 5dBm
WiF Channel Width - —
RSSI: —
Band: 5.8G

O Note

The device at the NVR end does not involve channel width and RSSI, and only the device at the camera end
does.

19
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3 Network Settings

3.1 Setting the Address of a LAN Port

The address of a LAN port is used only for login to the web page and does not affect the service network.
3.1.1 Allocating IP Addresses to All Bridges in the Network

® Static IP address
Choose: Overview > Other Network Config > IP Allocation
Configuring static IP addresses for the entire network:

When a large number of devices in the network require static IP addresses, you can use IP Allocation to
automatically allocate a static IP address for each device. Click IP Allocation, set Internet to Static IP Address,
set Start IP Address, Subnet Mask, Gateway, and DNS Server, and click OK.

Hover the cursor over & to view the help information.

Ruijie | ZRcycc = Eogih -
@ Alarm
{55 LAN Configuration is uninitialized,

{ostname Not Set' 4 @

5 Wirsless.

0@
& Agvanced

1 Sugoesied Actions Wos Passwora @
2y Dignastics adar Sig forance Alarm 1 Suggestad Actions

CountryiRegion @

3% System Tools

| WDS Group Info WDS Groups 3 Performance Mode. @ High Bandwidth Mode Normal Mode Anti-Interference Mode Admin Password @ | Othor Notwork Conlig

AP-1_ (Ruijie) channe

CPE: 1. (Oniine: 1, Offfine: 0] wDs $siD

NVR (AP) Camera (CPE)

97 e ® s = ToOMORS s R
. Ruilie 2 « raoups - o toumsssec w . Ruilie 2 #

JEsTIT0 EsTI0 . av
> B.110.4 92 168.110.221
P 1S2IGRTICA0 rtne [ © 12100110220 L

IP Allocation @

ssip ©
WDS Password @

Country/Region @

Admin Password @ | Other Network Config
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I[P Allocation

© Ascign static IP addresses to conflicting devices.

Internet Static |P Address
* Start IP Address | 192.168.110.2 o
* Subnet Mask 255.255.255.0
* Gateway 192.168.110.1
* DNS Server

IP Count 253

ﬁ Caution

The start IP address cannot be in the same network segment as the current IP address. Otherwise, the

configuration will fail.

After the configuration, the device IP address changes, and the device web page cannot be accessed. You
need to enter the new IP address in the browser address bar and ensure that the IP addresses of the
management computer and the device are in the same network segment. If they are not in the same network

segment, reconfigure the IP address of the management computer. (See Configuring the IP Address of the

Management Computer) Therefore, exercise caution when performing this operation.

® Dynamic IP address (DHCP)

When a large number of devices in the network require dynamic IP addresses, you can configure dynamic IP
addresses (DHCP) for the entire network so that each device can dynamically obtain an IP address. Set Internet
to DHCP, and click OK.

IP Allocation

© Assign DHCP-assigned IP addresses to all devices.

Internet

DHCP

DHCP does not require an account.
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3.1.2 Setting the Address of a LAN Port for a Single Online Bridge

Choose Overview > WDS Group Info > NVR (AP)/Camera (CPE).

To set the IP address for a single device, click {::!‘, and select LAN from the drop-down list. For the configuration

method, see Allocating IP Addresses to All Bridges in the Network.

<~ NVR (AP)
Ruijie &
MAC: 00:d2:8:1
P 104477254 N
wos
Reboot

LAN

Internet DHCP
DHCP does not require an account.
IP Address ¢
Subnet Mask 0.0.0.0
Gateway 0.0.0.0

DNS Server 0.0.0.0

A Caution

After the IP address and subnet mask are changed, the device web page may not be accessed. You need to
enter the new IP address in the browser address bar and ensure that the IP addresses of the management
computer and the device are in the same network segment. If they are not in the same network segment,

reconfigure the IP address of the management computer. (See Configuring the IP Address of the Management

Computer) Therefore, exercise caution when performing this operation.
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3.1.3 Setting the Address of a LAN Port on the Local Device

Open the LAN page.

If a DHCP server is deployed in the network, you are advised to set Internet to DHCP. If no DHCP server is
deployed, set Internet to Static IP Address, set IP Address, Subnet Mask, Gateway, and DNS Server, and

click Save.

LAN
Configure LAN settings.

Internet DHCP
DHCP does not require an account.
IP Address 192.168.110.209
Subnet Mask 255.255.255.0
Gateway 192.168.110.1

192.168.110.1

Save

DNS Server

w

@ Caution

After the IP address and subnet mask are changed, the device web page may not be accessed. You need to
enter the new IP address in the browser address bar and ensure that the IP addresses of the management
computer and the device are in the same network segment. If they are not in the same network segment,
reconfigure the IP address of the management computer. (See Configuring the IP Address of the Management

Computer) Therefore, exercise caution when performing this operation.

3.2 Port-based Flow Control

Choose Advanced > Flow Control.

Flow control can relieve the data congestion caused by ports at different speeds and improve the network speed.

This function is enabled by default and can be manually disabled.
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Flow Control

Flow control can relieve the data congestion caused by ports at different speeds and improve the network speed.

Flow Control (@D

Save
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4 PoE Settings

Choose Advanced > PoE.

The device supports PoE power supply to cameras (Maximum: 15.4 W). You can view the maximum power

consumption, current power consumption, remaining power consumption and PoE status. Hover the cursor over

to display the PoE switch ().

| PoE Consumption Details

Max Consumption Current Consumption Remaining Consumption
15.4W @ 13.7W 1.7W
| PoE Device Panel Current Consumpion: 13.7W
e @D
il Fovereaon Foweredorr  gffl PoE Ermor Repower
Current Consumption:  13.7W
LAN1
& Note

POE is supported on RG-EST100-P only.
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5 Packet Rate Limiting

Enable rate limiting on broadcast or multicast packets to avoid congestion on the air interface.

The device supports rate limiting on specified broadcast packets (ARP and DHCP), specified multicast packets
(MDNS and SSDP), or all broadcast and multicast packets.

A Caution
®  Packet rate limiting is supported on RG-EST300 v2, RG-EST100, RG-EST100-P, RG-EST100-D, RG-
EST310 v2, and RG-EST350 v2 only.

®  Packet rate limiting takes effect on all devices over the network, that is, all bridges capable of rate limiting
on the homepage.

Choose Advanced > Packet-based Rate Limiting.

engish - TG -loou

Packet-based Rate Limiting
[/ Reup

aliows sers to fimit the downink rate for broadcast and multicast packets, which may cause packst loss. Therefore, adjust the rate with caution

l Network-wide Packet-based Rate Limiting

Rate | AL O L
) Ad
ARPPacket B DHCP Packet
Flow Control
Pack Ault Rate L C LmitAl O
MDNS Packe | F
RatoLimt 100
Current: 100 Kbps. Range” 1-1700000 Kbps
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6 Alarm and Fault Diagnhosis

6.1 Alarm Information and Suggested Action

When bridges fail or lack some necessary security configuration, the system prompts key alarms about the
bridges on the homepage, so that users can handle the exceptions promptly.

Choose Overview > Alarm.

— = —
Ruijie | Rcycc = Engion -
{3 Overview
@ Alarm
€ LAN Configuration is uninitialized.

% Wireless 1ge the network WDS Password. Click here to configurs WS Password
{5} Advanesd
1 Suggested Adions
Uy Diagnostics Radar Signal Inlerfe Alarm 1 Suggested Actions
2 System Tools nin Password @ | Other Metwork Confi
WDS Group Info WDS Groups 3 Performance Mode @ High Bandwidih Mode Normal Mode Anti-Interference Mode Admin Password Other Network Config
AP 1 (Ruijie) Gt 1 Latency @ Flunil) Jmero) Freze(o) Banawiath @ Gooa(1) Medum() Fooro) ~
CPE 1 (Online: 1, Offfine: 0) WDS 551D @ Ruljle-wis- 124 Interference @ Gooa(1) Medimig RSSI @ Gooa(1) MeaiumiD) Pooi(0)
| — -— -—
NVR (AP) Camera (CPE)
y . @ . - 7BOMBps - 10.98KDps o A ™ 168
o Rugie o . < 760Mops < 10.59K0ps e 20HrZIMINGBS eC N, Ruilie 2 Fd
MAC: ec b0 70:c4.12 40 g
ESTI10. ST310. A
P! 192,168 110.40 M (P 162 168 110 220

6.1.1 Default Device Name Is Not Modified

Modifying device names can help you better distinguish each bridge. Unless otherwise specified, you are
advised to modify default device names.

When viewing the alarm, hover the cursor over the orange number of the prompt and click '5:";—’ in the displayed
dialog box to modify the name of each device. (The orange number, 2 in the figure, indicates the number of
devices that still use the default name in the network.) Enter the new device name and click OK to make the
change take effect immediately.

Edit hostname

g
© Alarm WS C
Grou Cancel ﬂ
Configuration is un
WDS
Hostname Not Set: Ruijie] & 00:10:f9:50:67:66
— Group1
Admin Password Not 3
o e WDS
The network s using 1 o Ruije {7 00°02:78:15-08:08
Country/Region: China roup
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6.1.2 Default Admin Password Is Still Used

For device and network security, you are advised to configure the admin password for the network to prevent
login of unauthorized users.

Click the prompt to configure the admin password for the network. Hover the cursor over the orange number (1
in the figure) of the prompt to configure the device password. For configuration steps, refer to Default Device
Name Is Not Modified.

@ Alarm

Configuration is uninitialized.

Hostname Mot Set: 2 . @
Admin Password Not Set: 1 CIic-:- change the password.

Country/Region: China (CN) @

Time Zone: (GMT+8:00)Asia/Shanghai @
Network error

Cable Connection Error: 1 . Suggested Actions

Radar Signal Interference Alarm 1 Suggested Actions

A Caution

The admin password is used to log in to the web page of any device in the network. Therefore, remember the
admin password. If you forget the admin password, restore factory settings. For the method, see Logging in to
the Web Page.

If there is an unbridged device in the network, the function of configuring the admin password will be disabled.

6.1.3 Default WDS Password Is Still Used by All Devices

The default WDS password of devices of the same model is the same. Changing the WDS password can prevent
others from illegally accessing the network by using a device of the same model.

Click Click here to configure WDS Password, enter the new password, and click Save to change the WDS

password for the entire network.

O Alarm

Configuration is uninitialized.

Hostname Not Set: 2 . @

Admin Password Not Set: 1 . Click here to change the password.

The network is using the default password. For security, pl change the network WDS Password .!Click here to configure WDS Password
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6.1.4

6.1.5

A\ Caution

When configuring the WDS password for the entire network, ensure that all devices are online. Otherwise,
WDS passwords of the devices will be inconsistent.

Configuring the WDS password for the entire network will reconnect all devices in the network. Therefore,

exercise caution when performing this operation.

If there is an unbridged device in the network, the function of configuring the WDS password for the entire
network will be disabled.

Network Cable Is Disconnected or Incorrectly Connected

Hover the cursor over the orange number of the prompt to display the alarm details.

Click the suggested action to check the solution.

Network error

Cable Connection Error: 1 . Suggested Actions { Please check cable connection and then re-plug or replace the cable.

Latency Is High or Bandwidth Is Insufficient
First, check whether the device latency is too high. If yes, the interference in the environment may be severe.
Then, you are advised to change to a channel with smaller interference.

If not, increase the channel width. For channel settings, see Channel settings. For channel width settings, see
Optimizing the Channel Width.

To check whether the latency is too high, perform as follows:

Hover the cursor over the orange number of the prompt to display all WDS groups, and click a group to display

the details.

On the Overview page, check whether Latency is Freeze. If so, the latency is too high. Otherwise, the latency

p— = _ ) ]
luy:e mRCYCC = Engish - (NETEYASIINEY = vLooou
O Alarm
LAN Configuration Is uninitialized
Hostname Not Set 4 @
S Wireless The network is. using the default password F writ se change the network WDS Password. Click here to configure WDS Password
ne: (GMT+8.00)Asia/Shanghai @
G Advanced Network error
1or 1 Suggested Actions
s Diagnostics H: 1 w ba
+ 2 - Suggssted Actions
% System Tooks
| WDS Group Info WDS Groups |3 Performance Mode €@ High Bandwidth Mode Normal Mode Anti-Interference Mode Admin Password @ | Other Network Config

Change WDS Password
AP-1 (Ruijle)  Chammeiaz  La ency @ Fluent(0) Jiter v
CPE: 1 . (Online: 1, Offfine: 0 WDS $8iD " nterference @ Good(1) h
- -— -
NVR (AP) Camera (CPE)
¢ &  7E0MBY A § 52KBpS . Click RITA for help. -
g & . sOMbps 9 52Kbp a N -
\C 0ca-12:4a MA ]
ST EsT310
32 168 11 P 192.168.110 22(
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High latency or low bandwidth may cause the camera image to freeze.
« 3 . Suggested Actions

Latency @: Fluent{0) Jitter{0) Freeze(1)

Camera (CPE)

Ruijie &

- A -0 SE T 66

M [ J G
P y1892 168 110209
vz Cnlina

A Caution

Channel and channel width settings described in this section are performed on the local device. You can click
the IP address of a device to open the management page of the device and set the channel and channel
width.

6.1.6 Radar Signal Interference

When the device detects a radar signal in a channel, it generates an alarm and automatically switches the

channel. Hover the cursor over the orange number of the prompt to display alarm details.

English

© Alarm

& LAN Configuration is uninitialized,

NotSet 4 @
5 Wireless ik 1 Click here to configure WOS Password

(GMT+8 00)Asia/Shanghai @
@ Advanced Network error

for 1 Suga
s Diagostics [ Roe |
3 System Tools T = S
|wus Group Info WDS Groups 3 Performance Mode @ High Bandwidth Mode Normal Mode A Admin Password @ | Other Netwark Config

Change WDS Password

AP (Ruifie) Crannat Ls

cPE 1 e 1, Offing: 0) WS s50

NVR (AP) Camera (CPE)

P(/ Ruijie ¢ - 1ms EELR, P ki L Ruilie 2 CickRiTAfor now. 7,

RS

estoe s
1P 192 168 110 4 1P 182.168.110.220
Onine. Caine

Network error

Cable Connection Error: 1 . Suggested Actions
Radar Signal Interference Alarm 1|Suggested Actions | Itis recommended to select a non-DFS channel (36-42/149-165) to maintain the WD'S connection.
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Network error

WDS Backoff
Cable Connection Error: 2 . Sugges Hostname Backoff Time SN
I Group Channel
Radar Signal Interference Alarm 1
WDS )
Ruijie 12 60 2022-02-21 14:57:26 CANLB33000355
Group2

According to the information about the WDS group and back-off channel in the alarm record, check whether the
current working channel in the WDS group (group 2 in the example) is consistent with the back-off channel. (See
Displaying WDS Group Information.) If so, manually switch the channel to a non-dynamic frequency selection

(DFS) channel. For the setting method, see Channel settings.

O Note

Non-DFS channels include 36-48 and 149-165.

Detecting radar signal interference is supported on RG-EST310, RG-EST310 v2, RG-EST350 and RG-
EST350 v2 only.

6.2 Network Diagnosis Tools

6.2.1

Network Test Tool

Choose Diagnostics > Network Tools.

When you select the ping tool, you can enter the IP address or URL and click Start to test the connectivity
between the bridge and the IP address or URL. The message "Ping failed" indicates that the bridge cannot reach
the IP address or URL.

The Traceroute tool displays the network path to a specific IP address or URL.

The DNS Lookup tool displays the DNS server address used to resolve a URL.

o Network Tools

Tool @ Ping Traceroute DNS Lookup
* |P Address/Domain 10.10.10.10
* Ping Count 4

* Packet Size 64
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6.2.2 Collecting Fault Info

Choose Diagnostics> Fault Collection.

Click Start to collect fault information and compress it into a file for engineers to identify fault.

Fault Collection

Compress the configuration into a file for engineers to identify fault.
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7 System Settings

7.1 Configuring Management Password

Choose: Overview > Admin Password

Ruijie | 7Rcycc = Engih -

© Alarm
& LAN Configuration is uninitialized
! ®
% Wireless The he defaul 2 change sssword. Click here o configure WDS Password
Tim O0Msia/Shanghai @
{5 Advancad Netwaork error
on Error 1 Suggasted Actions
s Diagnostics Radar Signal Interference Alamm 1 Suggested Actions
2 System Tools Other Network Config
WDS Group Info WDS Groups 3 Performance Mode: @ High Bandwidth Made Normal Moda Anti-intarferance Mode L e g
BT Change WDS Password
AP 1 _(Ruljie) Channel 120 Bandwidth @ Good{1) W v
CPE 1 (Oniine: 1, Offine: 0) WDS 551D @Rufle-wis-1248 RSSI 0 Good(1) M
- |- -
NVR (AP} Camera (CPE)
@ . oweps s ooveps RS9 . ~ 6o )
W, Rulie 2 o s T s 1aeps 20HZ4MInD 1Sec - Ruijie 2 #
MAC: ecba701c4 12 4a MAC: ec:b9:70:c4: 13t ai
EsT30 [EsTin.
IF 92 168.110.40 1P 192 168 110,220

Admin Password €) | Other Network Config

Click Admin Password to change the login password for all devices.

If there is an unbridged device in the network, the link will be unavailable.

Hover the cursor over e to view the help information.
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Admin Password
(Change the management passwords of all devices.)

* Password

There are four requirements for setting the password:

- The password must contain at least 8 characters.

- The password must contain uppercase and lowercase
letters, numbers and three types of special characters.

- The password cannot contain admin.

- The password cannot contain question marks, spaces, and
Chinese characters.

* Confirm Password

Save

A Caution

This password is used to log in to Eweb system of any device in the network.

If there is an unbridged network in the network, the function of configuring the admin password will be
disabled.

7.2 Configuring Session Timeout Duration

Choose System Tools > Management > Session Timeout.

If no operation is performed on the page within a period of time, the session will be down. When you need to

perform operations again, enter the password to open the configuration page. The default timeout duration is
3600 seconds, that is, 1 hour.

Backup & Import Reset Session Timeout

o Session Timeout

* Session Timeout 3600

Save

Sec
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7.3 Resetting Factory Settings

Choose System Tools > Management > Reset

Click Reset to restore factory settings.

Backup & Import Reset Session Timeout

Reset
Resetting the device will clear the current configuration. If you want to keep the configuration, please Export Config first.

A Caution
This operation will clear existing settings and restart the device. Therefore, exercise caution when performing
this operation. If there is any configuration in the current system, please export the configuration before

resetting the device.

7.4 Rebooting the Device

Choose System Tools > Reboot > Reboot

Click Reboot to reboot the device immediately.

Reboot
Please keep the device powerad on during reboot.

A Caution

Please keep the device powered on during reboot. Otherwise, the device may be damaged.

7.5 Rebooting the Camera

6 Note

Only EST100-P and EST100-D support camera restart.
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7.5.1 Rebooting All Cameras

System Settings
Choose Advanced > Restart Camera.

You can reboot all cameras by check All Cameras and then clicking Restart Camera.
Restart Camera

If you uncheck All Cameras, only the camera powered by DC/PoE power source via the current device will be restarted. If you check
All Cameras, all cameras powered by DC/PoE power source via all devices in the network will be restarted.

All Cameras

Restart Camera

A Caution

Only the cameras connected to the online devices supporting this function will be restarted.

Please keep the device powered on during reboot. Otherwise, the device may be damaged.

7.5.2 Rebooting a Specific Camera

Choose Overview > WDS Group Info > NVR (AP)/Camera (CPE).

. . dod )
You can restart a specific camera by clicking =~ and selecting Restart Camera.

<> Camera (CPE)
™ 154~
Ruijie &
MAC: 0
w Ip- 192, AN
WwWDs i
Restart Camera
1) Medium(0) Poor(0; Reboot
urlinrm Y

Ponrf M

7.5.3

Rebooting the Camera Connected to the Current Device

Choose Advanced > Restart Camera.

Uncheck All Cameras and click Restart Camera.
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Restart Camera

If you uncheck All Cameras, only the camera powered by DC/PoE power source via the current device will be restarted. If you check
All Cameras, all cameras powered by DC/PoE power source via all devices in the network will be restarted.

] All Cameras
Restart Camera

7.6 Configuring System Time

Choose System Tools > Time.

You can view the current system time. If the time is incorrect, check and select the local time zone. If the time
zone is correct but time is still incorrect, click Edit to manually set the time. In addition, the bridge supports
Network Time Protocol (NTP) servers. By default, multiple servers serve as the backup of each other. You can
add or delete local servers as required.

Time
Configure and view time (The device has no RTC module. The time settings will not be saved upon reboot).

Current Time 2022-02-18 22:14:28 m

* Time Zone (GMT+8:00)Asia/Shanghai

* NTP Server 0.cn.pool.ntp.org Add
1.cn.pool.ntp.org Delete
cn.pool.ntp.org Delete
pool.ntp.org Delete
asia.pool.ntp.org Delete
europe.pool.ntp.org Delete
ntp1.aliyun.com Delete

Save

7.7 Configuring Config Backup and Import
Choose System Tools > Management > Backup & Import
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7.8

7.8.1

7.8.2

Configure backup: Click Backup to download a configuration file locally.

Configure import: Click Browse, select a configuration file backup on the local PC, and click Import to import

the configuration file. The device will restart.

Backup & Import Reset Session Timeout
Backup & Import
o If the target version is much later than the current version, some configuration may be missing.

It is recommended to choose Reset before importing the configuration. The device will be rebooted automatically later.

| Backup Config

| Import Config

Performing Update and Displaying the System Version

Online Update

Choose System Tools > Update > Online Update.

If there a new version available, you can click it for an update.

@ Caution
After being updated, the device will reboot. Therefore, exercise caution when performing this operation.

If no version update is detected or online update cannot be performed, check whether the bridge is connected

to the Internet.

Online Update Local Update Update All Devices

Online Update
Online update will keep the current configuration. Please do not refresh the page or close the browser. You will be redirected to the login page automatically after update

Current Version ReyeeOS 1.77.1415

Local Update

Choose System Tools > Update > Online Update.

You can view the current software version, hardware version and device model. If you want to update the device
with the configuration retained, check Keep Config. Click Browse, select an update package on the local PC,
and click Upload to upload the file. The device will be updated.
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Online Update Local Update Update All Devices

Local Update
Please do not refresh the page or close the browser.

Model EST310-V2
Version ReyeeOS 1.77.1415 1.00

Development (@) (1t is recommended to be disabled after use.)

Mode

Keep Config = (If the target version is much later than the current version, it is recommended not to keep the configuration.)

A Caution

After being updated, the device will reboot. Therefore, exercise caution when performing this operation.

7.8.3 Update All Devices

Choose System Tools > Update > Update All Devices.

You can view the current software version, hardware version and device model. You are advised to update all

devices with configuration data retained.

Click Browse, select an update package on the local PC, and click Upload to upload the file. In the pop-up

page, click Details to check the target update package and devices. Click Update to start updating all devices.

Cnline Update Local Update Update All Devices

Update All Devices
Update all devices in the network. Please do not refresh the page or close the browser.

Model EST310-V2
Version ReyeeO0S1.77.1415 1.00

Keep Config
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A\ cCaution

After being updated, all devices in the network will reboot, which may take a long time. Therefore, exercise
caution when performing this operation.

After the update is complete, please log in to Eweb to check the software version number (see Displaying the
Information About a Single Device). If update fails, please choose Local Update or Update All Devices to

perform update again.

7.9 Switching System Language

English ~
Click in the upper right corner of the page.

Select the target language from the drop-down list.

English ~

R

O nNote

Only Chinese and English are available.
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